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Open and FAIR 
Research Data Management



About research data

❑What is research data?
what has been used or generated (including software) during 

research process and support/validate its findings

❑Why manage research data?
Data are understandable, re-usable and reproducible
Avoid data loss
Get credit
Avoid fraudulent/ bad science
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Who is involved

Researchers

Service Providers
Research Performing 

Organisations

Research Funding 
Organisations

• Quality data 
• Follow best practices
• Comply with RDM policies
• Credits

• Monitor research
• Better control of funds
• Research excellence
• Innovation

• Research Excellence
• Scholarly Communication
• Monitor research 
• Support research conduct

• Apply standards and 
best practices

• New tools
• Data-intensive activities
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Open and FAIR
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RDM lifecycles
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Open Science Practices

(Open Science and Research Initiative, 2014)
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Plan



Plan – Costing RDM

❑Costing RDM
❑Preparing (DMP) 
❑Data collection, eg database, formatting, transcription, etc
❑Data documentation, eg data description, metadata
❑Data storage and back-up
❑Data access and security, eg TTP, encryption
❑Data sharing & reuse, eg anonymization, copyright, cleaning, 

digitization
❑Overall, eg roles & responsibilities

Plan data management of research activities 
following research data lifecycle steps
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Plan – Costs for management and curation

https://www.openaire.eu/how-to-comply-to-h2020-mandates-rdm-costs

Activity: Go to menti and answer the 
questions based on the following resource 
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https://www.openaire.eu/how-to-comply-to-h2020-mandates-rdm-costs


Plan – Costs for publishing and IP application

❑ Browse from the list
❑ Contribute 

❑ Select a type of protection
❑ Copyright, design, patent, 

trade mark, utility

❑ Application, registration, 
annuity, examination

https://www.intact-project.org/openapc/ http://www.latinamerica-ipr-helpdesk.eu/node/26

NI4OS-Europe National Capacity Building in Greece | 06 December 2021

https://www.intact-project.org/openapc/
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IP agreements

q Material transfer agreements
q Provision of material
q Possession of material
q Safety
q Use of material
q New IP
q Publications
q …
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Plan – DMPs 1/3

Deliverable and “living” document
documents processes undertaken throughout data management 
lifecycle, including costs

Research assessment method

What is a DMP?

What is not a DMP?
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Plan – DMPs 2/3

❑Depends on the funder/institution requirements
❑Differences in research communities

❑ Formats, standards, documentation etc

-> Minimum requirements: Science Europe – DDPs (Domain Data 
Protocols)

Activity: Go to Menti and answer the 
questions
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Plan DMPs 3/3

q ARGOS is an open source, 
configurable and extensible tool 
for planning Research Data 
Management (RDM) activities 
according to Open Access & FAIR 
data policies.

q Website: 
https://argos.openaire.eu/
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The case of H2020 DMP template
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The case of H2020 DMP template
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Create / Collect



Find / Collect

Explore Share Link

Browse the service: https://explore.openaire.eu/

https://bip.imsi.athenarc.gr/
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Create / Collect

❑Metadata -> Standards
❑ For discovery (minimum)
❑ For interoperability (rich)

❑General or Domain 
specific

❑ For different outputs, eg
instruments

❑Include PIDs

https://openaire-guidelines-for-literature-
repository-managers.readthedocs.io/en/v4.0.0/NI4OS-Europe National Capacity Building in Greece | 06 December 2021

https://openaire-guidelines-for-literature-repository-managers.readthedocs.io/en/v4.0.0/


Why metadata

http://opengeospatial.github.io/e-learning/metadata/text/main.html

https://www.ebi.ac.uk/biosamples/samples/SAMN15743948

http://opengeospatial.github.io/e-learning/metadata/text/main.html
https://www.ebi.ac.uk/biosamples/samples/SAMN15743948


Controlled Vocabularies

❑Ontologies
❑Taxonomies
❑Thesauri
❑Subject Headings
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Metadata

Activity: Go to the RDA Metadata Directory. 
Does a standard for your domain exist?

https://rdamsc.bath.ac.uk/
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Process



Process

❑Handling/curation of data
❑Between data collection and data preservation
❑Involves processes such as: ingestion, aggregation, analysis, 

classification, metadata enrichment, organisation, validation, storing, 
etc.

❑There might be re-processing of data (e.g. data migration)
❑Data disposal

Τhe operational phase during which raw data is being 
manipulated to result to meaningful information
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Process – Clean and tidy

❑Representation inconsistencies
❑Numerical inconsistencies
❑Misspelling/ typos
❑Abbreviated content and inconsistencies
❑Duplicates
❑Other data

05/05/2020 OR 5th May 2020 OR May 5 2020 
VS 05-05-2020 “%d-%m-%Y”

Activity: Match the left to the right
Mixed scales, eg million vs age

“hello world” -> “hello world
munchen, Munich, Muenchen

M, male, m., fem., F, 
Female

SUM; Notes
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Structured vs Unstructured 

❑ Variable -> Column
❑ Observation -> Row
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Types of sensitive data

❑Personal data (and metadata)
❑Confidential data (trade secrets, 
investigations,...)
❑Security data (passwords, financial 
information, national safety, military,….)
❑Data protected by Intellectual 
Property Rights (IPR)
❑Location Data/GPS/mobile phones
❑Endangered (plant or animal) species, 
where their survival is dependent on 
the protection of their location data 
(biodiversity community)
❑Combination of different datasets 
could lead to sensitive data?

❑racial or ethnic origin
❑political opinions
❑religious or philosophical 
beliefs
❑trade union membership
❑genetic data, biometric 
data
❑physical or mental health
❑sex life or sexual 
orientation
❑criminal offences
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Handling sensitive data

❑Access controls 
passwords, firewall (viruses, 

hacking)

❑Anonymisation
removing or aggregating 

variables or reducing the precision or 
detailed textual meaning of a variable

❑Encryption
encoded digital information

❑ Share in a secure place
no cloud drives

❑ Store in an isolated 
machine 

server not connected to 
Internet

❑ Secure disposal
no data recovery is 

possible (uninstall)
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Data processing - anonymisation

https://amnesia.openaire.eu/

Activity: Download Amnesia and perform 
an anonymization to your dataset
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https://amnesia.openaire.eu/


Analyze



Analyze

❑Methods
❑ Lab notebooks, end-to-end code/scripts for statistics, etc

❑Software
❑R, MatLab, Python, etc

Start producing outputs and prepare for sharing 
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Data analysis
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Archive software

https://www.softwareheritage.org/

https://www.softwareheritage.org/


Preserve



Preserve

❑What to preserve?
data underlying publications, recreation purposes and value, legal 

issues, etc

❑Move from proprietary formats
❑ Prefer open, lossless formats 

❑ Check repository policy to see for suggested options

Activity: Guess the format of data 
(proprietary vs non-proprietary)

Store data in the short and/or long term

Format Open Proprietary

Xml

Psd

Doc

Jpg

mp3

Rar
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Archive / Deposit

https://zenodo.org/

https://www.re3data.org/ Activity: Go to re3data, find a repository for 
your domain and add your answer on menti
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HELIX / HARDMIN
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https://hellenicdataservice.gr/main/

https://hardmin.heal-link.gr

https://hellenicdataservice.gr/main/
https://hardmin.heal-link.gr/


Store / Preserve

❑ Risk-assessment / Back-ups
❑Retention
❑ Frequency of back-up
❑ Storage and methods

Activity: Go to menti and answer the 
question

X3 copies X2 storage types X1 offsite
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Persistent identifiers

Digital Objects
Researchers & 
Organisations Other activities

ARK
PURL
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PID systems

❑ 1. Integrate services
❑ 2. Provide PIDs for data 

and digital objects



Share
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Share

❑Naming conventions, so that data 
are understandable by others
❑e.g. letters, characters, abbreviations

https://ubc.uu.nl/infrastructure/data-stewardship/

❑Not over 25 characters
❑~ ! @ # $ % ^ & * ( ) ` ; < > ? , [ ] { } 
❑Not spaces between words
❑Continuous numbering (01-99 ; 

0001, 0002…1001, etc)
❑Date: YYYYMMDD
❑Authors

https://ubc.uu.nl/infrastructure/data-stewardship/


Share

❑Means of sharing
❑Commercial cloud, e.g. Google Drive
❑Cloud infrastructure for research, e.g. B2SHARE
❑Ftp server
❑USB Drives

❑Create links 
❑Link research outputs
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Access



Access

❑Immediate; metadata only
❑Check embargoes

❑Restrictions (Copyright, IPR etc)
❑Access controls

https://ukdataservice.ac.uk/deposit-data/how-to/regular-depositors/negotiate
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Reuse



Reuse

❑Licenses
❑Conditions
❑ Types

❑Citations
❑ Specify required data citation
❑Open citations
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Licenses

↗ https://lct.ni4os.eu/
Wiki: https://wiki.ni4os.eu/index.php/License_Clearance_Tool_-_Description_and_Documentation
Source: https://github.com/ni4os-europe/license-clearance-application
License: EUPL (European Union Public License 1.2+)

• Wizard-based form to guide you through the required fields
• Two distinct workflows for derivative works

- Resource driven
- License driven

• Available for registered and guest users
• Custom report generation with all clearance information

- Personal & ethics information included if available
• Clearance history for registered users
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https://lct.ni4os.eu/
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https://joinup.ec.europa.eu/software/page/eupl


Training and resources



Learn and get informed 1/5

❑Essential information and 
tutorials on basic concepts

❑Supporting material
❑Support through NOADs and 

the Helpdeskhttps://www.openaire.eu/os-primers
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https://www.openaire.eu/os-primers


Learn and get informed 2/5

❑Modules about Open Science 
subjects

❑Self-paced e-learning option 
(badges)

❑Anyone can add content

❑Best practices for open 
workflows

❑Indicative tools

https://www.fosteropenscience.eu/ https://zenodo.org/record/1147025#.XrF_IKgzY2w
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Learn and get informed 3/5

❑FAIR in disciplines
❑Basic concepts
❑Best practices
❑Activities

❑Review
❑Assess
❑Disseminate

https://librarycarpentry.org/Top-10-FAIR/ https://www.openuphub.eu/
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Learn and get informed 4/5

❑Seminars on Pattern Cooperation Treaty
❑Recent developments
❑How to fill an international application

https://e-courses.epo.org/course/view.php?id=178
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Learn and get informed 5/5

❑Essential skills for Data 
Management and Software 
development

❑3 streams: Software, Data, 
Library

❑Open courses
❑Pedagogy
❑ Instructors

https://carpentries.org/
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Assess data FAIRness

https://fairaware.dans.knaw.nl/ https://www.f-uji.net/index.php?action=home
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Activity: Go to OpenAIRE, find a dataset 
and assess it FAIRness with F-UJI

https://fairaware.dans.knaw.nl/
https://www.f-uji.net/index.php?action=home


Wrap-Up



D4.3 Mapping of legal, procedural, technical tools

https://drive.google.com/file/d/1Sk8YmcUbxoMDelcyEKyXGPxDG61zEmDc/view
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D4.3 Results

NI4OS-Europe National Capacity Building in Greece | 06 December 2021



D4.3 Results
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Thanks!

62

@NI4OS_eu @NI4OS
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https://twitter.com/NI4OS_eu
https://www.facebook.com/NI4OS

